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BBexeHnue
Jzmmas llomwTmeka HEQODMANHOHHON 0€30MaCHOCTH IIPENCTaBIIfeT
CO00% OVHEIAMEHTATBHBIH JOKYMEHT, ONpeIeItOIHi BCECTOPOHHHH MOIXO K
DOecTieeHHI0 HHQOPMAIIHOHHOM 6e30MacHOCTH BO BeexX chepax NesTelIbHOCTH

sazearue yupedicOeHus. llonmThka He IIPOCTO MEPEYUCHAET MpPaBHIa, a

DOpMHpPYET HEJOCTHOE MHPOBO33PEHHE, HAMpABIECHHOE HA 3aIUTy IIEHHBIX
HH(QOPMAaMOHHEIX aKTUBOB. OHA yCTAaHABIMBAET CTpaTerHyeckKue ILelHd |
3a7ladd 10 3allUuTe MHMOPMAIUM, 3ajaBas BEKTOP pa3BUTUS CHCTEMBI
yrpaBieHHs WHOOPMAIIMOHHOW 6e30MacHOCTRI0 (Hanee — CYUDB) u omwmceiBas
IPUHIMIBI €€ TIOCTPOEHHMs. YCIelIHas pealu3alds yCTaBHBIX 3a7a4
Opranusanuu — HampsIMy!0 — 3aBHCHT OT  3(Q(dEeKTHBHOrO obecreyeHus
MH(OPMAIMOHHOK O30MaCHOCTH, ITO SABIISETCS OHUM U3 KIIOUEBBIX (haKTOPOB
€€ JKU3HECTIOCOOHOCTH M Pa3BUTHHI.

Ion obecrneuennemM HHGOPMALMOHHON G€30MACHOCTH B paMKaX JaHHON
IIonuTHKY OHMMAeTCs KOMILIEKC MEpOLpPUATHH, HANpPAaBIeHHBIX Ha 3aIlUTy
MH(pOPMAIMOHHBIX pecypcoB OpraHusaluy, BKIIOYas BCEBO3MOXKHbIE NAHHEIE,
mporpaMMHOe oGecIiedenne, 6ashl TMAHHBIX, a TAKXKe BCEW COIMyTCTBYIOIIEH
MH(PACTPYKTYPBI: KOMIBIOTEPHO TEXHHUKH, CETel CBA3HM, CHCTEM XPAHEHWS
JaHHBIX W  T.0.OTO KOMIUICKCHBIH  IIOAXOJ, OXBATHIBAIOIIHM  Bce
ABTOMAaTH3UPOBAHHBIE  CHCTEMBI,  TEIEKOMMYHHKAI[AOHHBEIE  CETH  H
MH(OPMALHOHHBIE [OTOKH, KOTOPHIMH BIajeeT M MONME3yercs OpraHusamms.
ITonuTrKa pacmpoCTpaHsAeTCss HA BCE YPOBHH JOCTYIA K UH(OPMAILUH — OT
COTPYAHHKOB 1O  BHEIIHWX  KOHTPAreHTOB, B3aWMOJEHCTBYIOIIAX  C

I/IH(I)OpMaHI/IOHHBIMI/I CUCTEMaMU OpPaHH3aHI/II/I.

Baxno IIOAYEPKHYTh, YTO ITonuTuka HCXOOUT U3 TMPHUHIHUIINATIBHOIO
IIOHMMaHus HEBO3MOXHOCTH JOCTIDKEHUA aOCOIIOTHOMU SalllMIIIEHHOCTHU

I/IH(I)OpMaI_[I/II/I IIpU  HCIIOJIB30BaHUHN H30JIMPOBAaHHBIX CPEIACTB  3aIlUTHI.

besomacHocts YUPCXKACHUSI Ha36aHUue VupextcoeHus HOCTUTACTCSA JIMIIb IIYTEM

KOMIIZIEKCHOTO M CHCTEMHOro Ionaxonma, rme Bce snemeHTsl CYUB TecHO

B3aHMMOCBS3aHbI B pa60Ta}0T COTJIaCOBaHHO. JTO Tpe6yeT TIIATCIIBHOT'O aHaJInu3a
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SENSTE=l. TIOCTOSHHOTO MOHHTOPHHTA H 3JaNTAllHH CHCTEMEI K H3MEHSIOIIAMCS
yTpo3aM.
©23p200TKaHBHEIPEHHEMIO0BIX3IEMEHTOBHH(POPMAIIHOHHOHCHCTEMBIIOIKHEIP
accMaTpUBaThCABKOHTEKCTEOOIEeHapXUTEKTY PhIOE30IacHOCTH, KaK
HeOoTheMJIeMasl YacTh €IMHOM, 3aIIUIIEHHON HHGOPMaITMOHHOH cpebl.[Ipu
3TOMHEO0XO0UMOCTPEMUTHCAKONTHMATEHOMY GaTaHCYMEXK Ty y POBHEM3AIITAIIE
HHOCTH, QHHAHCOBBIMHU3aTPaTaMUHOIIEPAIMOHHOMD G PekTHBHOCTEIO. ITomuTrKa
IpeaycMaTpuBaeT He TOJIBKO TEXHHUYECKHEe, HO U
OpraHM3allMOHHBIE Mepbl. K OpraHu3annoHHBIM MepaM OTHOCATCS paspaboTka U
YTBEPKAECHHE BHYTPEHHUX HOPMATHBHEIX aKTOB, PETIIaMEHTUPYIOIINX TOPALOK
JocTyma K MHpopManuy, 00paboTKy epCOHANbHBIX JAHHBIX, HCIIOIB30BAHAE
HWH(OPMAIIMOHHBIX PECYPCOB | T.I. OO6s13aTeNbHBIM JIEMEHTOM SIBJISIETCSI
oOydeHHe  COTPYOHMKOB  BONpOcam  HMH()OPMAIMOHHON  GEe30MaCHOCTH,
IIOBBIIIICHWE HMX OCBEJIOMIICHHOCTH O BO3MOXHBIX YyIpo3ax M IpaBUIIax
0€e30MacHOTO  MOBENEHUS. Perynapuele aynuTel W TIPOBEPKM CHCTEMEI
0€30MacCHOCTH MO3BOISIIOT ~ OLEHUTh ee S(D(EKTUBHOCTE U CBOEBPEMEHHO
BBISIBIIATD ySI3BUMOCTH.

BaXHBIM ~ acIleKTOM  sIBJSieTCS  B3aUMOJEHCTBHE C  BHELIHHMH
OpraHM3alusAMH W TaprHepamu. [lomuTuka [OMKHA perjIaMeHTHPOBATh
NOpANOK oOMeHa HH(OpManueidl C BHENHAMH CyOBEKTaMH, OGecrednBas
.3aIHI/ITy KOH(UIEHITHANPHOCTH U IEJIOCTHOCTH JAHHBIX.JTO BKIJIFOYAeT B celst
YCTAHOBIICHHE TIPaBUII JIOCTYIIA, MCIIOJIb30BAHUE KPUITOrPahHUUECKHX CPE/ICTB
3aIIUTBL U KOHTPOTH 3a COOJONIEHHWEM JOTOBOPHBIX OOS3aTeNbCTB B chepe
UH(OOPMAITHOHHOMN Ge30IaCHOCTH.

Taxum  obpasoM, IlonuTuka  uMHGMOPMAIMOHHON  GE30NACHOCTH
Opranusaium — 5T0 He IPOCTO HAGOp MPABMI, & CTPATErHYECKUN IIOKyMEHT,
ONPENEIISIOMME  BCEOOBEMIIIOIMA  OAX0 K 3alidTe HH()OPMALHOHHBIX
pecypcos. Ee ycmemmas peanmsammsi TpeGyeT IIOCTOSHHOTO BHUMAHWA,

HHBECTUIINH B TeXHOJIOTUH ¥ 00y4YeHHUe IepCcOHala, a TaKKe ITOCTOSHHOH



SIS ® SBOMIOLHMOHMPYIOIIMM yTpo3aM B chepe HHDOPMAIHOHHOMN

SeimEac=0cTH. TOMBKO CHCTEMHBIH, KOMITIEKCHEIH IIOIXO/I, YYUTEIBAIOIUH BCe

SCTSETEl — TeXHWYECKHE, OpTraHM3alioOHHBIE WU 4EJI0OBeYECKHH (haKTop —
=03301uT OpraHusanuu 06ecHeunTsh Heo6XOMHMBbIiL YPOBEHb 3aIlIUIIEHHOCTH
HHEQOPMAllMM M TapaHTHPOBAaTh YCIEINHOE BHITONHEHHE CBOMX YCTaBHBIX
3ana4. Peanusanus ITonutrku Tpebyer mocTosSHHOTrO MOHHTOPHUHIA, aHAIA3a U
COBCPIICHCTBOBAHUS CUCTEMBI 3aLIUTBI 7 OOECHEYEeHHs YCTONYMBOCTH K

COBPEMEHHBIM U OyIyIIUM KHOEPYTpPO3aM.



TepmuHbI 1 onipenesIeHHs

t. Aemopusayus—TIporiecc IpenoCTaBNEHHS T0CTyTIA K pecypcaMm Ha
OCHOBE IIPOBEPEHHON ayTeHTU(HUKAIUH.
Aymenmuguxayua—ITpouecc NpOBEPKY MOITMHHOCTH [I0JI630BATENS

!\)

HJIH YCTPOUCTBA.

3. Bupmyanbuaa wacmmuan cemo (VPN)-TexHonorus, o6ecednBaromas
Oe30macHbIN yIaTeHHbIH JOCTYII K CETH Yyepes3 UHTEPHET.

4. docmynnocmv—OGecnieuenne 10CTyIIA K UHQOPMAIIUH ¥ CBA3aHHBIM C
HEH aKTHBaM aBTOPU30BAHHBIM [I0JIb30BATENSIM B HY)XHOE BpeMs.

5. Hugpopmayuonnaa 6ezonacnocms (Mb) — Cocrosuue HHpOpMaInH,
IPH KOTOPOM o0ecrieunBaeTcs eé KOHQUIeHIHAIBHOCTD, IeJOCTHOCTD 1

JIOCTYITHOCTb.
6. Hnuuoenm unghopmayuonnoii 6e3onacnocmu — CobrITHE, KOTOpOE
MOXKET IIPUBECTH K HAPYIICHUIO KOH(DUICHIIMAILHOCTH, [IeIOCTHOCTH
WX JOCTYITHOCTHA UHPOPMALIHH.
1. Kongpuoenyuanvnocmo—Obecneuenue J0CTyIa K UHPOPMAIIMH TOJIBKO

aBTOPU30BAHHBIM TIOJIE30BATENSIM.

8. Meastccemesoii IKpan(bpanomaysp)—-Crcrema, IpeHa3HAYEHHAS LS
3AIlUTEI CETH OT HECAHKIIMOHMPOBAHHOTO JOCTYTIA.

9. Muozoghaxkmopnan aymenmuuxayua(MFA)-Vcrions3oBanne
HE CKOJIBKHX METONIOB ay TeHTU(UKAINHN JIsl IOBBIIIEHHS 6€30MACHOCTH.

10. Monumopun: bezonacrnocmu-TIponiecc HAGMIONCHNS 33 CHCTEMOM HITH
CETBIO JULSI OOHAPYKEHHS U MPeIOTBPAILICHHS yIpos3.

11.06yuenue u oceedomnennocmv—IIporpaMMsl u MEPONPUSTHSI,
HalpaBJICHHBIC Ha IOBBINICHNE 3HAHUN COTPYIHHUKOB B 00JIaCTH
HWH(POPMAIIMOHHOM 6€30IaCHOCTH.

12.I1apons—CexperHas xoMOUHAIHS CHMBOJIOB, HCTIONB3yeMast I
ayTeHTU(UKAIIH T10JIb30BATENS.

13.IInan peazupoeanua na unyuoermer—Haboprpouenyp,koTopsle
OIKUCBIBAIOT, KaK OpTraHU3alysl JOJDKHA PearupoBaTh HA WHITHIEHTEL
HUH(POPMAIIMOHHOM 6€30MaCHOCTH.

14. Pesepenoe konuposanue—TIporecc co 3nanust Komuii JAHHBIX NI

BOCCTaHOBJICHHU B CITy9ae UX MOTEPU KK [OBPEKICHHS.
15. Puck—BepostHocTs TOTO ,4TO yrposa BOCIIOJIb3YETCS YSI3BUMOCTBIO H
IIPUBENET K yIIepoy.



[ mCcTeN3

B Crmmewa obHapyxcenus smopxcenuit(IDS)—CacTema,

ATEG TTOTLITORK HeC3HKITH N

RcHKY IOOBITOR BECCaERITIMOEHMPDUBaERUIU

Cucmema ynpasieHus UHYOPMAUUOHHOU oesonacrnocmuio(CYHDB)—

FOMITTIeKC CTPYKTYPUPOBAHHBIX IOJUTHK, IPOLECCOB U TEXHIICCKHX
CpeZICTB, HATIPABIEHHEIX Ha 00eCTeIeHHE HHGOPMaITHOHHON
0e30IacHOCTH B OpraHMU3aIiy.

18. Cucmema konmpona u ynpagienusa oocmynom (\ CKY/]) — Komiuiekc
0GopyI0BaHuUSl, TaBHAS (YHKIMS KOTOPOTro—OTrpaHIYeH)e JOCTYIIA Ha
OXpaHseMbIi 00BEKT.

19.Cpedcmeo kpunmozpagpuuecko 3ausunbl ungopmauyuu(CK3H)—
ITporpaMma MK yCTPOHUCTBO, KOTOPOE mudpyeT TOKyMEHTBl U
reHepupyeT dJIEKTPOHHYTO ITOJIIHCh.

20. Vzposa 6e3onacnocmu—TloteripanbHas BOSMOXXHOCTD HAPYIICHIA
Ge30macHOCTH MH(DOPMAIIUHU, KOTOpast MOXKET IPUBECTU K yiepOy.

21. Yposens pucka—Mepa pucka, BEIpaXXeHHAs B BUIC COUCTAHMA
IIOCJIEICTBHUI U UX BEPOSITHOCTH.

22. Vuemmnas 3anuce—Hab0op TaHHBIX ,KOTOPHIH HAEHTUDHUIUPYET
[IOJTB30BATENIS B CUCTEME U TIPEAOCTaBIIIET JOCTYII K PECYypCaM.

23. Vazeumocmp—Ciaboe MecTo B CHCTEME, KOTOPOE MOXKET OBITH

MCIIOb30BAHO YTPO30H [IJIsi HapyIlIeHHs O€30IIaCHOCTH.

24. IJenocmuocmp—ObecnieueHre TOYHOCTH U TIOJTHOTEI uHbDOpMAaLUU U
METOJIOB €€ 00pabOTKH.

25 . IITugpposanue — Iporiecc npeodpa3oBaHKsA rH(GOpMaIMU B GOpMY,
KOTOpasl He MOXKET OBITh IPOUMTaHA Oe3 COOTBETCTBYIOIICIO KIFOHA.



1. HopmaTHBHBIE TOKYMeEHTEI

~oTmTuxa pa3paboTaHa B COOTBETCTBHU C 3aKOHOJATe/IbCTBOM Pocci
Dcaepamu U TpeGoBaHUSIMU Perynsropos B O6JaCTI~_i HHQOPMAIHOEHOH
0S30I1aCHOCTH, a TAKKE C YYETOM JTyYIIUX MEXIYHAPOIHBIX MPaKTHK, B TOM
HHCIe, HO HE OTPaHUYMBAsICh:

e Koucrutynus Poccuiickoit @eneparuu;

o @enepanpHbii  3akoH  «O6 MHOOPMAIINK,  UHPOPMALIHOHHBIX
TEeXHOJIOTHAX M 0 3amuTe uHopMaium» ot 27.07.2006 r. No 149-@3;

o DenepanbHeri 3akoH«O TEPCOHANBHEIX JaHHBIX»»0T27.07.2006Ne152-
D3;

e Ilocranosnenue IlpaButenscrea PO or 15 ceHTs0ps 2008 Ne 687 «O6
yrBepxaeHun Ilonoxenus 06 0cobeHHOCTX 06paGOTKH IEPCOHANBHBIX
IaHHBIX, OCYIIECTBIIEMOMN 6e3 HCIIOJIB30BaHUS CpencTB
aBTOMAaTH3ALIN;

e Ilocranosnenue IlpaBurenscrea PO ««O6 YTBEPXKIEHUNA TpeOGOBaHUN K
3aIIUTE IIEPCOHANIBHBIX TaHHBIX IIPU UX 00paboTKe B UH(DOPMAIMOHHBIX
CUCTEeMaX MEePCOHANBHBIX JaHHBIX» OT 01.11.2012 No 11 19;

e Vka3 Ilpesumenta P® «O6 YTBEPXKICHUN II€pEYHs CBeAeHUl
KOH(DUICHIIUAIEHOTO Xapaxrepay» ot 06.03.1997 Ne 188;

o VYka3 Ilpesunenta PO «O nomOTHHTENBHEX Mepax 10 obecIeyeHutro

! MH(OPMALMOHHOK  Ge30omacHoCTH Poccuiickoit  ®@enepanum» ot

\‘ 01.05.2022 Ne 250;

| e llpukaz ®CTIK Poccuu «06 YTBCPXKICHUU COCTaBa U COIEPKAHUS
OPTaHH3ALHMOHHBIX M TEXHHYECKUX Mep MO 0BECIeYeHHIO 6e30MacHOCTH
ICPCOHANIBHBIX  TAaHHBIX NPH KX 006paboTke B HHQOPMAITMOHHBIX
CHCTEMAaX MEepCOHANBHBIX JaHHBIX» OT 18 denpais 2013 r. No 215

e Meromuueckuit moxkyment. MeTomuka OLECHKH yTpo3 6e30IacHOCTH
uHpopMaImy, yreepxknerssii ®CTIK Poccuu ot 05.02.2021:

o ODenepanbHEI 3aK0H 0T 29 momst 2004 Ne98-®3 «O xommepueckoit
TalHey;

e ®@enepaibHbIA 3aKOH OT 6 anpenst 2011 r. Ne63-@3 «O6 3JIEKTPOHHOMH
IIOATIHCIH;

e Ilpukazs ®CO Poccuu or 07.09.2016 Ned43 «O6 yrBepxnenuu
HOJIO)KeHI/IfIOPOCCI/IﬁCKOMFOC}’Jl&})CTBEHHOMCeFMeHTeHH(bOpMaHI/IOHHO-
TEICKOMMYHUKAMOHHOH ceTr «HTepHeT»Y;

o VYkas Ilpesunenta P® or 05.12.2016r. «O6 YTBEPXKIIEHUH JIOKTPHHEI
HHbOPMAIHOHHOM 6e30macHocTH Poccuiickoit Denepanumy;




fbzxas ®CB Poccum ot 10 moxs 2014 r. N 378 «O6 YTBEDAICHHH
CoctaBa W COmEp)aHMS OPraHW3AIMOHHBIX H TEXHAYECKHX MEp Mo
obecrieuennIo 6e30IaCHOCTH MePCOHATBHEIX TaHHELX IIpH HX 00paboTke
B MHOOPMAllMOHHEIX  CHCTEMaX IIEPCOHATBHEIX  MaHHBIX  C
HCHOJIP30BAHUEM CDPE/ICTB KPHUITOrpapuYecKoll 3almuThl HHMOPMAITHH,
HEOOXO/MMBIX [N BBINONHEHHS yCTAHOBICHHBIX IIpaBuTenscTBOM
Poccutickott ®enepanvu TpeGoBanuit Kk 3ammuTe NIEPCOHANIBHEBIX TaHHBIX
AULST KXKZIOTO U3 YPOBHEH 3aIlUIIEHHOCTI;

YK P® Crames 272. HenpasomepHsiit moctym K KOMITBIOTEPHOH
uHbOpMaIUu

YK P® Crates 273. CosnaHue, HCHOTB30BaHHE M pacmnpocTpaHeHue
BPCIOHOCHBIX KOMITBIOTEPHBIX IPOrPaMM

YK P® Cratest 274. Hapyuienue NPaBUJT JKCIUTyaTallill CPEJCTB
XpaHeHHs, 00paboTKM WM Ilepenaun KOMIIBIOTEPHON HHGOPMALUKA U
MH(QOPMAIIOHHO-TeNeKOMMYHUKAITHOHHEIX CeTeit

HHBIC HOPDMAaTHBHBIE IIPAaBOBBIE aKTHI POCCHHCKOM @enepanun  u

HOPMAaTHUBHEIE HOKYMEHTBI YIIOJTHOMOYEHHBIX OpraHoB TOCyIapCTBEHHOM
BJIACTH.



2. Ieau, 3anayn u HanpaBs.iennus.
BE=os=as  [enb  HacTosAmed —IlomwTHKM — 3akmodaercs B aniaTe
SS0O0DMAIHOHHBIX  PECYPCOB  OT  MOTEHIHAIBHOTO MaTepHAIBHOTO,
SH3HEECKOT0, MOPAIBHOTO MIIM HHOTO yIepba, KOTOPBI MOKeT BBITh HaHeceH
S De3ylpTaTe CIyYalHOTO MM IPeHAMEPEHHOTO BO3IEHCTBHS Ha
HHpOpMAaIWIO, €€ HOCUTENH, MpoLecch oOpaGoTKH u IEpeNadd, a TakKe B
MHHUMHU3AIKWN PUCKOB HHPOPMAIIMOHHOM 6€301aCHOCTH.
JUIst OCTHIKEHMs OCHOBHOM 111 Heo6X0IUMO 00eCcTIeurBaTh 3 PexTHBHOE
BEIIIOJIHEHHE CIISTYIOIIHX 3aa4:
° CBOEBPEMEHHOE BBISBIEHHE, OLIEHKA U IIPOrHO3UPOBAHUE UCTOYHUKOB
yrpos Ub;
° CO3JaHHE MEXaHM3Ma OIEePATUBHOIO pearupoBaHus Ha yrpossl b;
° TNPENOTBPAILCHHE W/UIK CHUKEHHUE Yinepba OT peanusanuu yrpos UB;
° 3all{Ta OT BMELIATeNbCTBA B polece (GyHKIroHuposanus VIC
[IOCTOPOHHUX JIUILL;
® COOTBeTCTBUe TpeboBanusaM DesepaibHOro 3aKOHOJATEbCTRA,
MeTonnieckux nokymentos ®Ch Poccun, ®CTIOK Poccuwy,
PockoMHa30p 1 TOrOBOPHEIM 065I3aTeIbCTRAM B YaCTH Ub;
e obecrieueHne He IPEPBIBHOCTH KPUTHIECKUX OU3HEeC-TIPOIIECCOoB;
° JIOCTIDKEHME aleKBAaTHOCTH Mep IO 3aluTe OT yrpo3 Ub;
© H3YHEHHE MapTHEPOB, KIIMEHTOB, KOHKYPEHTOB ¥ KaHAMIATOB Ha paGoTy;
® HENOMYMEHUE IPOHUKHOBEHHMS CTPYKTYP OpPraHU30BaAHHOM
TIPECTYNHOCTH U OTIENBHBIX JIUIl C IPOTUBONPABHBIMU HAMEPEHUSIMU;
® BBIIBICHHUE, IIPENYNPEXKIEHUE U MPECEUEHUE BO3MOKHOM
TPOTHBOINPABHOMN ¥ HHON HEraTHBHOM JESITENbHOCTH COTPY JHUKOB;
TTOBLIMICHNE NIENOBOK PNy Talluy U KOPTIOPATHBHOW KyIBTYPHL.
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4. IpUHUMIBI HOMHTHEKY HH(OPMaLHOHHOI] 0e3omacHocTH

OTH  NpHHIUIIED YUUTBIBAIOT  KOMILIEKCHBIH IIONIXON,  3aKOHOIATEIBHBIE
TPEOOBaHHUS U COBpEMEHHbIe BBI3OBEI B 00s1actu UB:

4.1 Kommaexchoers u CHCTEMHOCTh
Obecnieuenne HHPOPMAIHOHHOMH OesomacHocTH  mocTHraeTes yepes
COTJIACOBaHHOE B3aMMOEHCTRHE TEXHUYECKHX, OPraHW3alMOHHBIX
dAMUHHUCTPATHBHBIX Mep. Bce SMICMEHTBl  CHCTEMBI  yIpaBieHms
HHOOPMAIHOHHO] 0e30macHOCTRIO (CYUB)  nomxuur OBITE
B3aUMOCBsI3aHEI p MHTCTPUPOBaHEl B enmHyIo apXUTEKTYpy,
YAUTBIBAIONIYIO BCE ACIIEKTHI 3AIIHTE] uHdOpMarHH.
4.2 Kouduaenunanpuocry ,ué.HOCTHOCTb, AOCTYNMNHOCTH
— Konduaennnanbnocry: Hoctyn K HHpOpMaIHy
IIPENOCTABIIICTCS  TOBKO aBTOPH30BAaHHBEIM  JIMIIAM MK
CHCTeMaM.
- IHenocTHOCTD: TADAHTUPYETCA  TOYHOCTB,  IOJHOTH u
HEU3MEHHOCTE HH(OpManuy u METOZIOB ee 00paboTKH.
- JlocTynHocTs: Wndopmarus u CBSI3aHHBIE C Heif pecypcel
AOCTYIIHBI aBTOPHU30BAHHbIM TIOJIE30BATENSM B Hy)XKHOE Bpewms.,
4.3 Pncm-opneHTnpOBaHHMﬁ NMoaXo/
3ammra uHGOpMaIHH OCHOBBIBAETCS HAa PEryJApHOM aHaTH3e YyIpo3 u
YASBUMOCTEH, OLEHKE pHCKOB u BbIOOpe  Mep, MUHUMHU3HAPYIONIHX
BEPOSATHOCTE W TOCHENCTRYS MHIMACHTOB. MepHI 3aIuTEl 10IDKHE] OBITE
IIPONIOPUMOHANEHET YpOBHIO pucka.
4.4 Munumuzamus u ONTHMAJIbHOCTE
Meps1 6Gesonachocty AOJDKHEL ODeCIevHBaTh HeoGXoTHMELf YPOBEHB
3allIUTEI IIPH O TUMAJIBHELX (GuHaHCOBEIX 1 OICPaLMOHHBIX 3aTparax.



Crpemnenue x a6comorno 0e30macHOCTH He 1om=mo NPDHBOAHTL K
IPE3MEPHBIM OIpaHUYEHHUSIM HITH HCOIpaBIaHHBIM pacxoman.

4.5 He npepbiBHOCTD B AJalTHBHOCTD
Cucrema UB nomkna 6511k AUHAMHUYHOH, C PEeryIsapHbIM MOHHTODHHIOM,
AHalIu30M M OOHOBJIEHHEM MEp 3aIUTBI NSl PEArHpoOBaHMS HA HOBHE
YTPO3BI, U3MEHEHUS B HH(PACTPYKType mim 3aKOHOATEILCTRE.

4.6 CooTBeTcTBHE HOPMAaTHBHBIM TPeGOBaHMIM

Honmutuka UB nomxua COOTBETCTBOBATH 3aKOHOIATENBCTBY Poccuiickoii

Denepanun (Hanpumep, ®3-149, ©3-152, Tpe6oBanusm GCTIK i OCB)

4.7 OTBeTcTBeHHOCTD U o0y4yenne nepcoHaJia
Bee cotpymmuxu  o6s3anm cobmonate mpasuna UB u IPOXOIUTE
perynsipHoe oOyuenwe o BoIpocam  GesomacHoro MTOBEIEHUS,
PacliosHaBaHUs yrpo3 u paGoTel c MH(QOPMAIIMOHHEIME  CHCTEMAMIL.
OcBenomnennocTs [IepCOHana —  KIFOYeBoif dakTop  cHmwKeHMs
HCJIOBEYIECKOro (hakTopa KaK MCTOYHMKA YSI3BUMOCTEH.

4.8 PesepBHoe KOIHpOBaHHE H BOCCTAHOBJ/ICHHE
Perymsipnoe cosnanme PE3CPBHBIX KON KPUTHYECKH BasKHEIX TaHHBIX U
TeCTHpoBanme  mpouemyp BOCCTaHOBNEHUS s obecrevens
HETIPEPBIBHOCTH 6U3HeC-Tponeccos B Cllyyae cO0eB unu aTak.

4.9 IlpospaynocTs u AOKYMEHTHPOBaHHe
Bce mponeccss, crssanmme ¢ Wb, AOKYMEHTHUDPYIOTCS  (LIOJUTHKH,
PETIIaMEeHTEI, KypHaib! aynura). Ilpospaunocts IIPOLIECCOB ITO3BOJISET
IPOBOIUTE  TPOBEPKH, BBISBIISATE YASBUMOCTH W HOITBEPIXKIATH
COOTBETCTBUE TPEOOBAHUSIM.

4.10 ITpo akTuBHOCTE
Ynop nenmaercs wa HIPENOTBpAIllCHHe HMHIUIEHTOR IIyTEM paHHEro
BBISIBIIEHUSI yIPO3, aHAIM3a TEHJICHIIUHN B 00acTi KubepOe3onacHocTH u
BHEZIPCHHUS ITEPENOBBIX TEXHOIOTHI 3allUTHI.

4.11 Y4er yesoBeueckoro (akTopa
Ionutuka yunteBaer »1TO COTPYTHUKH MOTYT GBITH Kak ClaGhm 3BEHOM,
TaK W Ba)XHBIM 3JIeMEHTOM 3aIATBL. Mepel BKmTOYaroT He TOJIBKO
o0y4eHue, HO n CO3IaHKE KOPIIOPaTUBHOMN KYJIBTYDBI, mOOMIpstoIiei
OTBETCTBEHHOE OTHOIICHKe K U,



5. Opranu3anms ynpaBjieHHs HHQOPMANHOHHOH 0€30NacH0CTLH

Cucrema  ympaBieHuss  uHpoOpMaluoHHOM  OesomacHocTsro  (CY1EIG)

obecrmeunBaeT KoopmuHanmioo Bcex mpoueccoB Vb B oprammsanmu. CYLEHD

BKJTIOYAET MOJIUTUKH, PErNaMeHTHl, TEXHUIECKHE M OpPraHW3allHOHHBIE MeEpEL,

HarpaBlieHHbIe Ha 3allUTy UH(OOPMALIUH.

Ponu u 0OTBETCTBEHHOCTH:

© PyKOBOIlCTBO OpraHm3ammnumn:

VYTBepkmaer monuTuKy Mb U BeIIEISeT OromxeT mId eé
peanu3anuu.

Hasuauaer orBercTBeHHOTO 32 MIb

KoHuTponupyer BBIIONHEHWE IIOJUTHKA YEPE3 PEryJsIpHBIE
OTYETHI.

e Otnen napopMaLHOHHO HOE30MACHOCTH:

Pa3pa6aTLIBaeT H BHEIOPAET PETIIaMEHTEI, IPOUEAYPhI K MEPhBI
3aIlIHUThI.

[IpoBomuT 0O0yUeHHe COTPYIHUKOB, MOHUTOPHUHI YIPO3 H ay AT
cucteMmb! Ub.

KoopauHupyeT pearupoBaHUE HA UHIUAIEHTHI.

e CoTpyaHHKH:

Co6monator mpapuna Wb, H3NOXKEeHHBIE B TONUTHKE |
periaMeHTax.

[Tpoxomar oOydeHWe ¥ COOOLIAIOT O IIOJO3PUTEIBHOU
aKTUBHOCTH.

HecyT OTBETCTBEHHOCTb 3a HapyIlleHHe MOJUTHKHU (BIUIOTH IO
TUCITUTUIMHAPHBIX Mep). OtBercTBeHHBIM 3a b HazHawaeTcd
IIPMKa30M PYKOBOJCTBa M KOOpAMHHpPYET Bce acnekThl CYUb.
Perynspusie cosemanus mo Mb mpoBomsATcs HE pexe OIHOIO
pasa B KBapTaJl sl 00CYXKIeHUs yrpo3, HHIHUIECHTOB U IJIAHOB
YIIyHILIEHUS.



. YrpaBJjieHHe puckaMu HHGOPMaNIHOHHOI 0e30IMacHOCTH

B cooTBeTcTBUM € IPUHLIUIIOM PUCK-OPUEHTHUPOBAHHOTO TTOIX01a OpPTraHU3aIlHs
IIPOBOJIUT PEryJISIPHBIM aHaIu3 PUCKOB MHGOPMAIMOHHON 0Oe30MacHOCTH IS
BBISIBIICHUSI U MUHUMU3AITHH YTPO3.

6.1 Ilpouecc ynpaBJ/jieHHs] pUCKAMH:

e AHaju3 yrpo3s m ysisBumocteii: [IpoBoauTtcs He pexe 0THOTO pasa B IO
¢ wucnons3oBanuem wmetoauk @OCTIK Poccuu. VYrpos3sl BKIIOUAOT
kubepaTaky, YTEUKH MaHHBIX, cOou oOopynoBaHUs. Y S3BUMOCTH
BBISIBIISIFOTCS Yepe3 CKaHUPOBaHUE CUCTEM U ayIUT.

e QOunenHka puckoB: Puckd OIeHWBAIOTCS 10  BEPOSTHOCTH U
MOTEHIIHATBPHOMY yIepOy (HU3KuM, cpemHui, Bbicokuii). Hampumep,
yTeuKa MepCOHANBHBIX JaHHBIX KIACCUMUIIUPYETCs KaK BRICOKHUM PUCK.

o JIlnanm ynpaBienuss puckamm: J[1 KaXIoro pucka paspabaThIBArOTCs
MEpBI:

— Texuudeckue: BHe[peHUE MEKCETEBBIX SKPAHOB, MTH(PPOBAHUS,
AHTUBUPYCOB.

— OprasuzanuoHHble: 00y4deHHE COTPYAHUKOB, perIaMeHTHI
JOCTyTIA.

e MouuTOpPHHr H nepecMoTp: [TnaH pUCKOB OGHOBIISETCS MIPU BHEIPEHUH
HOBBIX CHCTEM, U3MEHEHWHM 3aKOHOAATENIbCTBA WJIM TIOSBICHHH HOBBIX
yTpo3.

OTBeTCTBEHHBIM 3a yIIpaBleHUe puckamu siBisieTcs otaen Vb, KkoTopsii
IIPENOCTABIAET €XErONHbIA OTYET PYKOBOACTBY. Bce COTpyIHUKH

00s13aHbI COO6H_[3.TI> O BBIABIICHHBIX YA3BHMOCTAX HIIH HOIIO3pHT€J'II:HOfI
AKTHBHOCTH.

7. TexHudeckue Mepbl 3aMUTHI

Opranuzanus  HCIONB3YeT  COBPEMEHHBIE  TEXHOJOTMH  JUIi  3aIlUTHL
UH(QOpPMAllUM B COOTBETCTBHH C MPHUHIAIIOM MHOIO YPOBHEBOW 3alHTHL
KuroueBbie mepbi:
e MemxcereBblie 3kpaHbl (6panamay3pbl): OUIBTPYIOT CETEBOM Tpaduk,
IIpeaoTBpaIias HECAaHKIMOHUPOBAaHHBIN nocTyn. HacTpauBaroTcs s
OJIOKMPOBKU MOJO3PUTENBHBIX [P-aapecos.



IMindporanue: Bce KoHOHIeHIHaTbHBIE I2HHLIS 32MMHIIZ=0TCS
cepruduiupoBanabiMu CK3WM npu  XpadHeEHH #H  [Oepeias=c
Hcnonp3yrorcs mpoTokosbl TLS 715 ceTeBBIX COETUHEHHH.

MuorodaktopHas ayrenTupukanusa (MFA): Ilpumensercs ans

JOCTyTIa K KPUTUYECKUM CHCTEMaM, BKIIFOYas ITapOJId UIU TOKEHBI.

o PesepsHoe kommpoBanue: KpuTHYeCKHE [aHHbBIE. PE3EPBUPYIOTCS
e)XXeHeIeIbHO, KOTMKM XPaHATCS B 3alllUIIEHHOM MecTe (HampuMmep, Ha
OTHEeNbHBIX cepBepax). I[Iporemypsl BOCCTAHOBIEHHS TECTHPYIOTCS
eXXeroJIHo.

e AmntmBupycHoe IIOQ: Bce ycTpoiicTBa OCHAIllEHBl AHTHUBUPYCAMH C
aBTOMAaTHYECKUM OOHOBIEHHEM. [IpoBOASTCS eXeMecCsYHBIE INPOBEPKHU
Ha BpenoHocHoe I10.

e Oo6uosiaenue I1O: CucreMbl ¥ TPHIOXKEHUS OOHOBISAIOTCS VIS

yYCTpaHEeHUs ySI3BUMOCTEH He peke OJHOIo pas3a B KBapTall. TexHuueckue

Mephl BHeNpsitoTcss W monnepxkuBatoTcs MT-oTmenoM mon KoHTposeMm

otnena WMb. PerymnsapHble TecThl Ha MPOHUKHOBeHME (penetration testing)

MIPOBOASITCS JIJIsl IPOBEPKU YCTOMUUBOCTH CUCTEM.

8. Opranmn3zanuoHHbIe MEPbI 3AIIUTHI

Opranu3anvonHble Mepel oOecmeunBaiOT cobmonenne mpasui Wb Bcemu

COTpyIHMKaMH B COOTBETCTBUM C NPUHIMIAMH KOHTpONS JOCTyla u
IIPO3PAYHOCTH.

KinwoueBbie Mepbl:
e KonTpossb nocrymna:
— Jloctyn mpenocTaBisgeTcss MO IPUHIMILY MHUHHUMAIbHBIX
npusmieruit (Least Privilege).
— VY4&€THBle 3alllCH CO3JAI0TCS TOJIBKO JUISi aBTOPHU30BAHHBIX
[I0JIb30BaTeNiel, C peryIIpHbIM ayJUTOM (€XKEKBaPTAIBHO).
— Ilaponmu nomxHBI OBITH CIOXHBIMH (HEe MeHee 12 CHUMBOJIOB,
BKJTO4ast OyKBEI, ITUGMPHI, CHMBOJIBI) U OOHOBIATHCS Kaxpie 90
OHEH.
e IlosuTHKA YHCTOrO CTOJIA U YHCTOIO IKPAHA:

— Koudunennuanpasle MOKYMEHTHI XpaHITCS B 3allAPaeMbIX
mkadax.



— Pa60‘-II/IeCTaHI.II/II/I6JIOKHP}’IOTCH&BTOM&TH‘I€CK_Ifqepe SMERYT
Oe3nelicTBHSL.

e [IpaBuia Henmoab3oBaHms pecypcos:

— OJIeKTPOHHAS TI0YTa UCHONB3YETCS TOTHKO 1L pa6oqm( 3a1adg,
¢ QUIBTpaLHeli BXOMAIIIX COOBITEHHIL.,
HocTyn B uHTepHeT ocymiecTBIsETCS 9epe3  3alluIEHHbIe
LITFO3BI ¢ QUIBTpaLell KOHTEHTA.

— JIudnble ycTpoticTsa momyckaroTes K KOPIIOPaTUBHOM CETH
TOJIBKO T10CITe ITpoBepku U T-otmenom.

° OG6paGorka KonduIeHIHAIBLHOI HHpopManuu:

— KoHbunenuuansusie nagasle 00pabaThIBAIOTCS B 3alUIIEHHBIX
CHUCTEMaX C UCTIOIb30BaHUEM HIH(PPOBAHMSI.

— Ilepenaga manHEIX BO3MOXHA TOTBKO yepes 6e30macHble
KaHaJb! (Hanpumep, VPN).

° YTunusauusi HocuTeseii: Hocuremy uHQOpManuy  (OyMakHEIe,
SJIIEKTPOHHBIE)  YHHUYTOXKAIOTCS CePTU(QULIUPOBAHHEIME ~ METONAMH
(Hanpumep, wpenupoBanwe, TIepe3aruch JaHHBIX).

Bee coTpynHuku 0653aHEl 03HAKOMUTECS © OPraHU3alMOHHBIMHA MEPaMH
H TOAIKCAaTh COOTBETCTBYIOLIEE COIIALICHME., Hapymenue mpasun
BJI€YET NUCIMILIHHAPHYIO OTBETCTBEHHOCT.

9. besomacHocTh mepconaia

IlepcoHan sBnseTCS KIIOYEBEIM ssnemMenToM cuctemsl UB, u ero neiicteus
PETYIIUPYIOTCS IJIS1 CHIDKEHHUST PUCKOB, CBI3AHHEIX C YEI0BEYECKUM (DaKTOPOM,
B COOTBETCTBMM C MNPHHIUIIOM OTBETCTBEHHOCTH W oOyuenus. KmioueBbie
Mephbl:

e Cornamenus o KOH(HIEHIHATbHOCTH:

— Bce coTpynHuKE mOANHCHIBAIOT corTamenye o HepasrlaluieHuH
IIpY HaliMme.

— Cornamenue BKIIOYAeT OTBETCTBEHHOCTE 34 HapyIleHue
npasun UB.
e OO6yuenne Ub:
— Ilpm Tpynoycrpoiictee IPOBOJMTCS BBOAHBIA TpeHMHT 1o B

(paBuna maponed, pacrozHaBaHHe ¢ummnzra, pabora ¢
IaHHBIMH).



— OOMeH IaHHBIMH OCYIIECTBISIETCS Yepe3 BHPTVAILHEIS
yacTHsle ceTd (VPN) miu npoTokoms! ¢ mudposazmenm (TLS).

— Hcnonesytorcs  ceprudurupoBannble CK3UW s 3ammrs:
KOH(UIEHITNAIBHEIX JTaHHBIX.

e JloroBopHbIie 00513aTeILCTBA:

— JloroBOpEI C BHEITHUMH CTOPOHAMH BKITFOYAIOT ITYHKTEI O
cobmonenun crasgaptoB Hb.

— VYKa3blBaeTCs OTBETCTBEHHOCTh 33 YTEYKH [AHHBIX MM
HapyIIeHUs.

14. Peanm3anus NoJUTHK U HH(OPMANIMOHHOMH 0€30IACHOCTH

—Peanuzanus [onutruku nHGOPMAITMOHHOM 6€30TIaCHOCTH

OCYIICCTBJIICTCS HAa OCHOBE HOPMAaTUBHBIX NOKYMEHTOB, ONPEACIISAIOIINX
IIOPANOK  BBIIIOJIHEHHSA IIPOLEAYP M IIPOLECCOB, CBA3aHHBIX C
HpO(beCCI/IOHaJIBHOfI ACATCIBHOCTBIO B IITIKOJIE.

15. Topsinox BHeceHUs] H3MEHEHHIl U [OMOJHEHUH B MOJUTUKY
HHGpOPMALIMOHHOH 6€30MacHOCTH

—M3menenus u pononHeHus B [lonuTuky vH(GOPMAaLHMOHHOM 6e30macHOCTH
BHOCATCS HE peXe OJHOIO pa3a B TpU TIofa Ui OOeCIedYeHUs
COOTBETCTBHUS YCTAHOBJIEHHBIX MEp 3alllUThl aKTyaJlbHBIM YCIOBMSIM U
TpeOOBaHMAM  3aKOHOIATENbCTBA B  o0NacTh  HUHMOPMAIMOHHON
0€30IacHOCTH.

16. Kontpons 3a cobmiogeHneM NOJUTHKH HHGOPMALMOHHOM
Oe3omacHoCTH

— Texymuii KkouTpoms 3a cobmoneHHeM TpeGoBanwil  IloNUTHKE
MHOOPMAITMOHHON  0e30IacHOCTH BO3JIaraeTcs Ha

COTPYIHHKA, HA3HAYEHHOI'O IIPUKA30M JUPEKTOPA.

— JIMpEKTOp HIKONBI PETYNSPHO aHAIU3MPYET BHITOIHEHHE U COONIOEHHe
nojioKeHui IIomuTuKM HMHPOPMAITMOHHON O0€30IIaCHOCTH, a Takxke
OCYIIECTBIIAET  IIOCIENYIOIMUNA  KOHTPOJAh 33  HCIIOJIHEHHEM  ee
TpeOOBaHMUiA.




17. OtBercTBeHHOCTD 32 HapymeHue [loHTHK Ge30macHOCTH

OTBeTCTBEHHOCTS 3a BBINONHEHHE TIPaBUT [1B HeceT Kask bl COTPYIHHK
HA3BAHUE YYPEJK/IEHHUA B pamMKkax CBOUX Cle>K66HLIX 00s3aHHOCTEH H
IIOJIHOMOYHIA.

Ha ocnoBanum ct. 192 Tpynosoro komekca Poccmiickoii Denepariuu
COTpYIMHUKM, Hapymratroimwe tpebosanus 116 HA3BAHHUE YYPEXIEHHA,
MOTYT ~ OBITH  MOJBEPrHYTH JMCHWILIMHAPHEIM  B3BICKAHMSM, BKIIOUAs
3aMe4aHue, BBITOBOP U YBOJIbHEHHE C PaOOTEL

Bee coTpymHHKH HecyT MepcOHANBHYIO (B TOM YHCIIe MaTepHAIBHYIO)
OTBETCTBEHHOCTB 32 TIPAMOM HEHCTBUTENBHBIN ymiepO, IPUYMHEHHBIH
HA3BAHUE YYPE)XJIEHHA B pe3ynbTaTe HapyLIEHHAS HMH IIPaBUJI ITOJTUTHUKU
Ub (Cr. 238 Tpymosoro konexca Poccuiickoit Deneparun).

3a HeNpaBOMEpHEIH TOCTYN K KOMITBIOTEPHOM HHpOpMaIWHU, CO3IaHuUe,
HCIIOJIE30BaHNe WM PaCHpPOCTPaHEHWE BPENOHOCHBIX IIPOIPaMM, a TAKIKE
HapyIlICHUE MpaBUI SKCIUTyaTaruu OBM, crlencTBHeM KOTOPBIX SBHIIOCH
Hapymenue pabotel OBM  (aBTOMATH3MPOBAHHOM CHCTEMBL 00paboTku
MH(QOPMAINK), YHUUYTOXKEHHE, GIOKUPOBAHNE MK MOIU(UKAITAS 3aIHIIAeMOii
uH(popMaIuy, COTPY IHUKHU HA3BAHHUE YUYPEJKJIEHHUA ~ mecyT
OTBETCTBCHHOCTE B COOTBETCTBUHU CO CTaThiMu 272, 273 u 274 VYTONOBHOIO
Konekca Poccuiickoii @enepanyn.




— OO6yuyenue  IDOKYMEHTHpYETCH, a  ydacTHe  SIBISETCS
00s13aTEIbHBIM.
o Ilpouexyps! NpH yBOJIbHEHHH HIIH NepeBO/e:
- JIOCTynKCHCTeMaM6H0KnpyeTcsiBTequHe2~4qacOBnocne
YBOJIbHEHHUSI.
— TIpoBomutcs ayAUT aKTUBHOCTH COTPYIHUKA 32 [IOCJIE THUM
MECSIII.
— COTpy[HHMK BO3BpallaeT BCe HOCHUTEIN pHbOpMAIUA U
o0opynoBaHHKE.
PykoBoncTBO — 0OecreurBaeT (GUHAHCUPOBAaHKE MPOrPaMM
obydenns, a otmen Kb KOOpAMHHPYET WX MPOBEACHHE.
Hapymenue TIpaBUII b COTpYIHUKAMHU BIIEYET
NMUCIUIUTAHAPHBIE MepBl, BKIIOYas NPENyNPeXICHUS HIH
YBOJIbHEHHE.

10. TpeGosanusi mo HHGPOPMANMOHHOH 3aIIUTE

B oTHOmmeHuW#u Bcex I/IH(I)OpMaHI/IOHHBIX AKTHUBOB , AKTHBOB,

HAXOISIIIUAXCS TOJ KOHTPOJEM INKOJBI, a TakKe aKTHBOB, UCIIOJNB3YCMBIX IJIA
JOCTyHa K IIKOJNBHOM HMHQPACTPYKType, OIDKHA OBITH  OHpeAeieHa
OTBETCTBEHHOCTH COOTBETCTBYIOIIETO COTPYIHMKA IIKOJIbI.

MudopManus 0 CMeHe BIa/IelIblleB akKTHBOB, MX PACHPEE/ICHIH, U3MCHEHUAX B
KOH(UIypalliy ¥ UCIIONIB30BAHKH 32 MpefiellaMH IIKOJIBI JOJDKHA JOBOAUTHCH 1O
CBEJICHUS JUPEKTOPA IIKOJIBL.

10.1 BHoc B 3madye U IIOMEIIEHUSA IIKOJBI JIMYHBIX IOPTATUBHBIX
KOMITLIOTEPOB ¥ BHEIITHUX HOCHUTEIEH uHbOpMAHH(IACKHY, (e -KapThL | i
a TaKKe BBIHOC MX 3a IPeelibl LIKOJIbI [IPOU3BOAUTCS TOJILKO IIPU COTIaCOBaHUU
C aIMUHHCTPATOPOM JIOKAIBHOM BEIYUCIMTENBHON CETH (JIBC).

10.2 Bce JTaHHBIE (KoH(pUACHINATBHBIE JZ 51 CTpOro
KOH(HUIEHINATbHbIE), COCTABIAIOIIME TaHHY IIKONBI W XPaHAMIHECd Ha
ECTKUX JUCKAX MOPTATUBHBIX KOMIIBIOTEPOB, AOJIKHBL OBITE 3l POBAHBL.

10.3 Bce paboTel B TMpefenax INKOJBI JOJDKHBI BBITOTHATECA B
COOTBETCTBUU ¢ OGUIHAAIBHBIMH JOJDKHOCTHBIMH 00S3aHHOCTIMH TOJIBKO Ha
KOMIIBIOTEPAX, Pa3peIIeHHBIX K HCTIOIB30BaHHIO aIMUAHHACTpALUEH.

104 B 1uensx oOecredeHdss CaHKIMOHWUPOBAHHOTO  JHOCTyMa K
HHGOPMAIIMOHHBIM peCypcam IIKOJIbI, M000M B X0/ B CHCTEMY HOIDKEH



OCyIIeCTBIATC € JCTIONb30BAHVEM YHHKaIBHOTO JMeHH [0B30BaTeIs H
apoJst.

10.5 TIlonp3oBaTein 06s3aHbl PYyKOBOJICTBOBATHCA peKoMeHIAIIAMH o
saIUTe CBOETO IMapoiid Ha yramne ero BpOOpa JIOCIIeIy OLETo WCTIONIb30BAHMUS.
3ampeiaeTcs c00GLIATh CBOM mapoib APYTHM JTIaM Wi IpefocTaBaTh CBOIO
y9eTHYIO 3aMHiCh TpEeTHUM JTHIAM, BKITIOUAS UJIEHOB CEMbBH.

10.6 B mpouecce paGoTHI COTPYAHUKH 0Gs3aHb! HCIOMb30BaTh PEKUM
«DKpaHHO} 3aCTaBKI? C 1apONIBHON 3QIIATOR. PeKOMEH/TyeTCA yCTaHaBIMBATh
MaKcUMalibHOe BpeMid «TIPOCTOSD) KOMIIbIOTEpa JIO TOABICHI SKpaHHOU
sacTaBKH He OoJee 15 MUHYT.

10,7 Kaxmeii  COTPYyAHHMK 0bs3aH  HEMEIUICHHO yBEIOMUTH
aIMAHUACTPAaTOPa JIBC o060 Bcex ciydadx TIpel0CTaBIeHAA JocTyna TPEThrM
auIaM K pecypcam IITKOIBHOM CEeTH.

10.8 Joctym K CETH WuTepHET oGecreurBaeTcs — TOIBKO B
06pa3oBaTebHBIX 1 cyKeOHBIX Lendx H HE MOJKET HCIIONB30BaThCA UL
He3aKOHHOW eATeNbHOCTH. 3ampelnaeTcs MOCELICHNC caiiToB, CcoIeprKaIlux
ocKopOUTEIbHBIA, npomsosaKOHHmﬁ VY HEITUUHBIA KOHTCHT.

109 CoTpyIHUKA 0bs3aHbl 00OeCIeInBaTh pU3nIECKYIO ©e30MMacHOCThb
obopyroBaHusd, Ha KOTOpPOM ~ XPaHUTCHA yHbopMalys  IKOIbL, BKJIFOYAs
KOMITBIOTEPBI, HOYTOYKH 1 nepu(epriHbIe yCTPOWCTBA.

10.10 CotpynHuKaM 3ampenieHo CaMOCTOATEIIBHO HU3MEHATh
KOH(UTY paruio anrmapaTHoro 1 IIpOrPaMMHOT0 obecreuenus. Bee M3MEHEHIA
TIPOU3BOJUT aIMUHACTPATOP JIBC.

10.11 Ha Bcex TOPTaTHBHBIX KOMIIBIOTEPAX, HUCTIONB3YeMbIX B IIKOJIE,
NOIDKHBE  OBITH yCTaHOBIIEHBI mporpamMMel - AT 3amAThl  WHQOPMALH:
TiepCoHaNbHBIA MeSKCeTeBOl SKpaH, aHTHBAPYCHOS IpOTPaMMHOEC obecrieueHue,
pOrpaMMHOe obecreveHne MpPOBAHIA JKECTKUX JUCKOB.

10.12 Bce KOMITBIOTEPEL, [OAKIIIOUEeHHBIC K [IKONBHOM CeTH, NODKHBI
OBITH OCHAILEHBI aHTUBUAPYCHBIM [IporpaMMHBIM obecrieyeHueM,
yTBEPKICHHBIM aIMAHACTPATOPOM JIBC. CotpynHHAKaM 3amperaeTes
GnoKupoBaTh, W3MCHATDH HACTPOUKKA HIIH yCTaHABNUBATH MHOC aHTuBnpyCHoe‘
I10.

10.13 CoTpyIHUKHA 0Gs3aHEl PEryJIsipHO CO31aBaTh pe3epBHBIE KOHH
BceX OCHOBHBIX ciykeOHBIX  JIQHHBIX  H TIPOTPaMMHOTO obecrieueHns,
JCTIONB3YEMBIX B 06pa3zoBaTebHOM mporecce.



11. ®usuyeckas 0e30MaCHOCTH

du3nueckas 0e30MacHOCTh IMPeNoTBpalacT HECAHKIMOHUPOBAHHbBIA TOCTYIL
Kpaky WIM TOBPEeXKIEHHE WHGMOPMAIMOHHEIX AaKTHBOB B COOTBETCTBHH C
TPUHIIMAIIOM MHOI'OYPOBHEBOH B 3aIIUTHL
KiiroueBbie MepPbI:
e CucTeMbl KOHTPOJISI H YIPABJICHU npocrynom(CKY/I):

— JlocTyI IPeoCTaBIsIeTCs TOIBKO YIIOJTHOMOYEHHBIM JIMIAM.
BuneonabaioaeHne U CHTHATH3AMMS:

— Kpurudeckwe 30HBI  HaxonsTcd  IIOA KPYTJI0CYTOUHBIM

BHUICOHAOJIFOICHUEM.
_ YcramoBIeHHI TIOapHble M OXpaHHbIe CHTHAIM3alMl  C

yBeIOMIIEHHEM CITy*KObl OE30MaCHOCTH.

KoHTpOJIb A0CTYINA MoceTHTeIeH:
_ Bce TIIOCETWTENM  pETHCTpUpYIOTCS Ha B XOAE H
COIPOBOXKIAIOTCS COTPYTHUKAMH.
— B peMeHHbIe [POITYCKa BBIAAIOTCSA TOTBKO TOCIE IPOBEPKH.

CTopoHHHe CIyKObI:
— V6opka, TexHHUeckoe OOCIyXHBaHWE M JpYyrAe CITyXOBI
paboTaloT MO HaZ30POM.
— Tlepconan ciryx0 IIOIITACHIBAET COTJIaIeHUs 0
KOH(aneHunaandcm.

amuTa oT PU3HIECKUX YIPo3:

— OGopyHOBaHKe 3aIUIIEHO OT M0XKapa, 3aTOIICHIS 1 nepeboeB
OUTAHWS C MOMOIIBI0 CHCTEM KIMMAaT-KOHTPOIL ¥ PE3CpBHOTO
TTATAHUS.

— CepBepbl pa3sMeIaroTCs Bcell C MO YCTOMYMBBIX CTOWKAaX.
Otnen b xoopauHMPYET MEPHI ¢usuueckoli 6e3011aCHOCTH, a
UT-otmen  obecrneunBaeT TeXHAYEcKoe o0CITyKUBaHHE

000pyAOBaHMS.



napTHépamu, MOAPATYuKaMY
KiioueBpre MephbI:

Ynpasiaenue HHIHAEHTAaMH HH(bopManHOHHoii
6e30nacn0crn

YnpaBienus HHUHIACHTAMMU:

® Onpenenenne HHIIHIEHTA: Co6ritre, HapyInaromee
KOHQ)Hz[eHuHanLHOCTL, HEJIOCTHOCTD  miH AOCTYIHOCTE  MHBOPMaIHY
(Hampuwmep, buniaroBag aTtaka, cOoii cepBepa).

° OObHapy:xenue:

— Corpynuukn 00s13aHEI coobmiare

aKTHBHOCTH B TedeHye | qaca,
° .)ona.nmaulmz

0  Tomo3purensHof

Broxuposka 38PaXEHHBIX yU8THEIX 3ammmce; HIIA yCTPOIicTs,

— Orximouenpe TIOP&XEHHBIX CHCTeM OT ceTy,
° VYcrpanenmne:

- BOCCT&HOBJ’IGHI/IG JaHHEBIX U3 PEe3€epBHEBIX KOITHH.

Yerpanenne yﬂ3BHMOCTeﬁ(HaHpHMep, OOHOBJIeHHe I10O).
° AHaams:

Brrisnenne NIPHYHH HHIMACHTA U olenka yiepoa.
— Pa3paborka me

P I IpeoTBpamenms IIOBTOPEHHUS.
° VBemomiienue: Ilpu  yreyxe ep

COHANbHBIX  HaHHEBIX Perynsaropsr
yBe,ZIOMJI}HOTCHBTeT-IeHHe72‘{aCOBBC

0O0TBeTCTBHHCD3-]152. Bce

u IPYTHMU cyOBekTamuy.

° Jamnménnnre KaHAJILI CBSIZH:



